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A B S T R A C T

Although cyberspace is providing business opportunities, it is evident that B2B marketers need to pay attention
to how to reduce the vulnerabilities associated with the use of computer technology. To reduce the possibility of
a data breach, senior management need to increase threat awareness through the development of a behavioural
awareness programme. We address how B2B marketers can contribute to increasing cyber security awareness by
relating to an individual's knowledge and attitude that influences their behaviour. By drawing on the in-
formation systems management, marketing, communication and motivational research (social psychology) lit-
erature, we explain how persuasive communication theory in conjunction with motivation theory can be used to
create an awareness programme to influence behavioural change. A qualitative research strategy was deployed
and the critical friendship group and the group interview method were utilized. Fourteen highly experienced
security experts participated in the study. The findings indicate that the process of knowledge creation can be
enhanced by deploying functional theories of attitudes as this provides a basis to categorize staff according to
their level of motivation and knowledge. This means that B2B marketers can play the role of co-ordinator when
devising and implementing an appropriate cyber security awareness programme to help staff counteract the
actions of cyber attackers. By reducing the gap between self-efficacy and perceived expectation, the confidence
level of staff will be increased and attitudinal behavioural change will occur throughout the organization.

1. Introduction

The Internet has been hailed by practising managers as a means to
extend the company's market offering and at times enter new markets at
speed as it provides an opportunity to interact directly with customers.
B2B marketers are aware that the Internet is a mechanism for facil-
itating relationship building through connectivity, which can help them
to alter business processes, improve client information usage and
streamline supply chain activities (Lichtenthal & Eliaz, 2003; Makkonen
& Vuori, 2014). Walters (2008) suggests that the Internet facilitates
rapid interaction of a personalized nature between buyer and seller and
provides information acquisition, distribution and storage, which re-
inforces the marketing decision-making process. Interactive technology
does not come without a number of challenges however. The growing
reliance on computer networks has been over shadowed by the in-
tensity and sophistication of cyber attacks (HM Government, 2016) and
has called into question the role that security plays within an organi-
zation.

The World Economic Forum (Vina, 2016) purports that the annual

global cost of cyber crime (especially fraud and online money laun-
dering) is a staggering US$445 billion and a growing body of evidence
suggests that senior managers need to think in terms of three types of
potential cyber attack (Maisey, 2014): (i) an opportunistic attack (eg.,
automated ‘script kiddie’); (ii) a medium-level type of attack orche-
strated by an organized crime group that is aimed at stealing in-
formation about customers for example; and (iii) a sophisticated,
planned, coordinated and persistent attack carried out by a nation-state
intelligence service.

What happened at Deliveroo in 2016 (Fortson, 2017, p.5) highlights
the enormity of the problem confronting marketers: “Customers of the
food delivery service were charged for phantom orders made by hackers
who obtained login details for breaches of other systems”. An organi-
zation's security culture can be enhanced by ensuring that staff do not
click on spurious links or open bogus email attachments. An attack can
originate from an external actor or from an employee (insider) or can be
the result of an employee working in unison with an external hacker.
Bearing in mind the sensitivity associated with monitoring employees
and safeguarding customer information, it is important to remember
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what is at stake. For example, “it is estimated that more than 6m stolen
credentials are leaked every day, either free or sold on as lists” (Fortson,
2017, p.5). Hence marketers need to think in terms of how to reduce the
risks associated with a data breach because as well as the loss in
business due to reputational damage, there is the likelihood that a fine
will be imposed on the organization by a government regulatory body.

B2B marketers are becoming more aware of the risks involved in
using the Internet, and are placing increased emphasis on managing
relationships with staff in partner companies throughout the supply
chain to ensure that sensitive and confidential data (eg., product spe-
cifications, sales figures and profit margins) and information (eg., sales
territory agreements) is safeguarded. A data breach involving the de-
tails of contracts with suppliers might result in the company facing
unexpected opposition when negotiating a deal with an existing cus-
tomer company. The capability of staff in terms of data and information
handling is known to affect the relationship and level of trust between
parties (Håkansson, Johanson, & Wootz, 1977). Hence, a data breach is
not only disruptive but has potential knock-on effects such as a re-
duction in the customer base as disaffected customers buy from alter-
native sources as a result of adverse publicity. This suggests that B2B
marketers are required to communicate continuously with their coun-
terparts in partner organizations and engage in interfunctional inter-
action (Ruekert & Walker, 1987). Should this be the case, the heads of
the different business functions will be made aware of the need to in-
crease cyber security awareness and assist with the coordination of
various countermeasures.

To be effective, information security systems need to be designed to
protect the organization's systems and structures from attack and also,
make staff aware of the security threats that exist and how they can
avoid increasing the organization's vulnerability to attack
(Arachchilage, Love, & Beznosov, 2016). The increased use of the In-
ternet for B2B activities suggests that B2B marketers, by developing
their knowledge of cyber security, will be better able to assist in-house
information security staff as well as to contribute to minimizing po-
tential knock on effects in the supply chain. This can be done by en-
suring that the information flow between staff in partner organizations
is carried out in a way so as to prevent computer hackers from de-
ploying various schemes to trap people into parting with sensitive data
and information. One method commonly used by fraudsters is the de-
ployment of fake websites that contain harmful viruses, which once
downloaded become active (Abawajy, 2014; Safa et al., 2015). Another
method is to obtain passwords through means of social engineering,
thus deceiving staff into parting with passwords that provide access to
the company's authorized network (Davis, 2007) and marketing data
bases. Hence, by deploying an appropriate cyber security awareness
programme that brings to the attention of staff the security policies that
are in place, an organization can be made more resilient and less vul-
nerable to attack (Shillair, Cotten, Tsai, Alhabash, & LaRose, 2015).

Safa et al. (2015) carried out research relating to how a user's poor
Internet security behaviour increases the threat to an organization and
explained why cyber security awareness is important at the organiza-
tional level in terms of limiting reputational damage. Esteves, Ramalho,
and De Haro (2017) contributed to this line of thought by indicating
how senior managers can become more alert to the problems associated
with a cyber attack by familiarizing themselves with the type of attack
that hackers are known to deploy. These are important points for top
management to consider as they require guidance that includes creating
a new knowledge vision for the organization (Nonaka & Takeuchi,
1995). Top management's awareness of cyber security issues will allow
B2B marketers to be provided with a platform from which to play a role
in helping to co-ordinate information security policy at various levels
within the organization. Although security can be considered the pre-
rogative of the information security department, B2B marketers can
help co-ordinate and promote security policy throughout the supply
chain and prevent hackers from gaining access to marketing data bases,
through internal marketing initiatives. Dealing with cyber security

issues should, therefore, be approached from the stance of interactivity
and placed in a network approach as advocated by the IMP Group
(Håkansson & Snehota, 1995; Makkonen & Vuori, 2014). By engaging
more fully with staff in other business functions, B2B marketers will be
more aware of the issues confronting the company, and will be able to
provide advice and support. For example, conscious care behaviour
(Safa et al., 2015) warrants that a user thinks through the consequences
of their actions before and during working online, and is aware of the
importance of building trust based relationships that are knowledge
specific. Håkansson et al. (1977) argue that trust surfaces when a
seller's reliability is questioned. B2B business operations involve var-
ious forms of specialized knowledge and buyers are known to avail
themselves of the knowledge of staff in supplier companies especially
when they are knowledge deficient (Håkansson & Wootz, 1979).

The Internet and other forms of technology aided communication
can be used by B2B marketers to build trust and reliability (Walters,
2008) and a cyber security awareness programme will, we assert, help
B2B marketers build on the trust based relationships that currently exist
throughout the supply chain and the marketing channel. Bearing this in
mind, we explain how B2B marketers can contribute to the develop-
ment of a cyber security behavioural awareness programme and engage
in effective communication that makes staff aware of the possible cyber
threats confronting the organization. We use the theory of persuasive
communication in conjunction with motivational and attitudinal theory
in order to devise a cyber security awareness programme that influ-
ences behavioural change. By doing so, we add to the developing body
of knowledge in the area of the interface between marketing and other
business functions (Reid & Plank, 2000; Ruekert & Walker, 1987) and
provide insights that build on the view of De Swaan Arons, Van den
Driest, and Week (2014) that marketers are “thinkers”. Also, the ar-
gument put forward by Kumar (2015, p.4) suggesting that marketing
“must be an integral part of the organization's decision-making frame-
work”, resonates with us and we explain how B2B marketers can assist
the development of an effective cyber security awareness programme
that will raise the profile of marketers within the organization and its
partners.

To extend our understanding of the communication process, we take
into account the level of knowledge and motivation of staff and draw on
insights into persuasive communication (Petty & Cacioppo, 1984,
1986), in conjunction with using functional theories of attitudes de-
rived from social psychology (e.g., Ajzen, 1991; Fishbein & Ajzen, 1975;
Herek, 1987; Katz, 1960; Wilcox, Kim, & Sen, 2009). The reason why
we adopted this approach is that the theory of persuasive commu-
nication places emphasis on the cognitive process of behavioural
change associated with protecting an individual from risk/fear (Boer &
Seydel, 1996; Petty & Cacioppo, 1984) and is well used in health related
studies. It has also been applied recently in information security policy
research (Ifinedo, 2012; Safa et al., 2015). The main advantage of using
communication theory is that it allows B2B marketers to follow a spe-
cific process, develop a message and then gain feedback relating to the
effectiveness of the message, so that the awareness campaign can be
amended/updated through time.

Attitude functional theory (Eagly & Chaiken, 1993; Herek, 1987;
Katz, 1960; Shavitt, 1989) is important because individuals have dif-
ferent levels of knowledge and are dissimilar in what motivates them in
terms of absorbing complex information. In addition, the work of
Johnston and Warkentin (2010) is highly informative as their study
provides insights into the influence of fear appeals vis-à-vis behavioural
intentions. By drawing on such studies, we believe B2B marketers can
better understand the reasons behind individual behavior and how a
security awareness programme can overcome resistance and inertia
(Tsohou, Karyda, Kokolakis, & Kiountouzis, 2015). The security
awareness programme outlined in this paper will, we feel, assist senior
managers to understand which factors they need to take into account
when establishing a communication message that encourages staff to
engage in cyber security awareness issues. The outcomes, we feel,

P.R.J. Trim and Y.-I. Lee Industrial Marketing Management xxx (xxxx) xxx–xxx

2



embrace an employee focus as they take into account employees' per-
ceptions and indicate how managers can deal with ‘knowing-doing
gaps’ (Jenkin, McShane, & Webster, 2011; Pfeffer & Sutton, 1999). It is
envisaged that the insights provided will generate further research that
links B2B marketing management with evolving areas of significance
such as safety, security and privacy (Cortez & Johnston, 2017). The
recommendations made should help to provide practical B2B marketing
solutions. By contributing fully to the strategic marketing intelligence
decision making process and contributing to “cross-fertilization with
external disciplines” (Lindgreen & Di Benedetto, 2017, p.1), B2B mar-
keters will facilitate inter-function communication and help consolidate
security related working routines.

2. Literature review

2.1. Internet usage and the need for an awareness programme

Through interactivity and connectivity, marketers improve opera-
tional efficiency, but need to reflect on the fact that criminal use of
Internet technology communications is increasing (Kshetri, 2005). As
well as this, B2B marketers are under pressure to improve services,
reduce costs and deal with vendor operations more effectively
(Lichtenthal & Eliaz, 2003). Although face-to-face meetings are known
to reduce perceived risk, information is exchanged more frequently
through computer to computer links and this tends to decrease the
frequency of face-to-face interaction between staff. As a result, com-
mitment and cooperation between staff is affected, and as a con-
sequence there is a lessoning of trust between individuals (Leek,
Turnbull, & Naude, 2003). Lichtenthal and Eliaz (2003, p.8) note this
and state: “companies know less and less about their trading partners”,
and as a result are placed at great risk. Esteves et al. (2017) suggest that
hackers do not always attack a company's new computer system but
seek a route through a vendor, a new employee or a compliance vul-
nerability. They recommend that managers conduct a high level
“footprint” of the organization's computer systems at various times and
ensure that employees know about the policies covering information
sharing. B2B marketers are ideally placed to be involved in such ac-
tivities owing to the fact that they manage a number of marketing data
bases that contain a wide range of data and information relating to
suppliers, customers and competitors for example. A data breach would
increase organizational vulnerability because of diminishing trust with
channel partners (Davis, 2007; Esteves et al., 2017; Håkansson et al.,
1977 & Shillair et al., 2015). Safa et al. (2015) have argued, it is the
users' lack of awareness and understanding that are the main areas of
concern and by increasing the knowledge level of employees, senior
management have a foundation upon which to build behavioural
change, and utilize further the skills of B2B marketers.

In order that a security policy is fully implemented and remains
functional, B2B marketers are required to adhere to and comply with
the organization's security policy. This view is supported by
Arachchilage and Love (2014), who also suggest that security education
helps thwart phishing attacks. It can be argued that cyber security
awareness training needs to take into account online activities such as
blogging, instant messaging and social networking that employees en-
gage in while at work (Shaw, Chen, Harris, & Huang, 2009). In order to
be effective, training programmes are required to develop the knowl-
edge base and raise the skill level of employees so that they increase
their level of self-efficacy and respond accordingly to normative beliefs
(Bulgurcu, Cavusoglu, & Benbasat, 2010). We extracted definitions re-
lating to ‘normative beliefs’ and ‘self-efficacy’ from various researchers
(e.g. Bulgurcu et al., 2010; Safa et al., 2015; Tsai et al., 2016) that
carried out information security studies based on the theory of planned
behaviour. Hence, the term ‘normative beliefs’ refers to an employee's
understanding of the organization's policies and their perceived social
pressure regarding compliance and expected behavioural change; and
as regards ‘self-efficacy’, this is an employee's assessment of their own

level of knowledge and skills to complete tasks.
With respect to workable compliance polices, there are different

types of cyber attack and staff require different advice as to how to
respond proactively to them. It is also suggested that rewards (both
tangible and non-tangible) should be provided to those that act in a
compliant manner (Bulgurcu et al., 2010). It can be argued, therefore,
that when determining how a security awareness programme is to be
developed and communicated, attention is given to the level of
knowledge and motivation that staff possess in relation to performing
specific tasks (eg., updating customer files, responding to customer
requests, undertaking a risk analysis and providing suppliers with in-
telligence).

2.2. Knowledge and cognitive behavioural change

Nonaka and Takeuchi (1995) explain that knowledge derived from
outside the organization is utilized by internal staff to create new
products, services and systems. B2B marketers perform a mediating role
(e.g. that of middle manager) and a middle-up-down model of knowl-
edge management is preferred in order to assist the knowledge devel-
opment process. Such an approach allows B2B marketers to act as an
integrator and motivator of knowledge creation. Should this be the
case, individual managers can be empowered and held accountable for
the development of tacit and explicit knowledge (Nonaka & Takeuchi,
1995; Nonaka, Takeuchi, & Umemoto, 1996). The key point to note is
that although individuals both absorb and develop knowledge, B2B
marketers produce knowledge that is viewed as multi-dimensional in
nature ranging from supply chain management to tailor made sales
promotions. Furthermore, “knowledge cannot be created without an
intensive outside-inside interaction. To create knowledge, the learning
that takes place from others and the skills shared with others need to be
internalized – that is, reformed, enriched, and translated to fit the
company's self-image and identity” (Nonaka et al., 1996, p.844). It is
this that lies at the heart of organizational behavioural change.

An individual's desire to improve their “self-image” induces them to
pay increased attention to how they consciously absorb and use in-
formation. Cognitive behavioural change occurs when an individual
recognizes how new information might negatively or positively affect
them, and how prevailing social norms/subjective norms might affect
their social status or social image (Tsai et al., 2016; Venkatesh & Bala,
2008). Various studies have been undertaken regarding how technology
is adopted based on the theory of reasoned action (Fishbein & Ajzen,
1975) and the theory of planned behaviour (Ajzen, 1991, 2002; Kraft,
Rise, Sutton, & Roysamb, 2005). Research undertaken by Venkatesh,
Thong and Xu (2012) into the effectiveness of the unified theory of
acceptance and use of technology (UTAUT) (Venkatesh, Morris, Davis,
& Davis, 2003), resulted in an extension of the model. UTAUT in-
corporated four constructs (performance expectancy, effort expectancy,
social influence and facilitating conditions) and was extended to in-
clude three additional constructs: hedonic motivation, price value and
habit; and UTAUT2 emerged (Venkatesh, Thong, & Xu, 2012). This was
an important development because habit, which incorporates experi-
ence, is interpreted from the perspective of an individual behaving as
they are required to do having undergone a learning process that has
conditioned them to act in a certain way (Venkatesh et al., 2012).

As regards the link between information usage and decision making,
Acquisti and Grossklags (2007) indicate that people do not always have
complete information, consequently, they are not always able to make
an appropriate judgement or make a decision that is risk free. There is
also a dichotomy between privacy attitudes and behaviour. Short-
comings and misunderstandings arise and an individual's own situation
may worsen when they attempt to deal with what are in fact cumulative
risks (Acquisti, 2004). Camp (2009) argues that there are several dis-
tinct methods and approaches to risk communication and that one
approach is to simplify and overstate what the risk is so that a change in
behaviour is forthcoming. Alternatively, it is possible to communicate
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more information and relate more directly to simple mental models of
risk or possibly, detailed information can be communicated so that a
rational response is derived from an individual in terms of their risk
behaviour. Camp (2009, p.46) concludes by suggesting that: “Each
metaphor offers a different solution to a different facet of the security
problem. Each model communicates to end users particular images and
activities if properly used”. This work builds on the research into
communications theory and modelling undertaken by Shannon and
Weaver (1949), and Mason (Delone & McLean, 2003), and has validity
as it can be used to reinforce why B2B marketers should be involved in
devising appropriate cyber security awareness programmes as they can
help clarify the main message and eliminate noise for example.

2.3. Increasing awareness through persuasive communication

Bada and Sasse (2014) acknowledge that a security awareness
programme may be well thought through but deficient in terms of
getting people to act responsibly. This is due to a number of factors
including personal characteristics, cultural differences, rewards and
punishments, and media-framed messages. Taking into account that
messages require interpretation due to the fact that they are complex
and symbolically encoded, as well as technologically-mediated
(Livingstone, 2004), it is important to note that the task-media fit model
of communication (Mason & Leek, 2012) has highlighted the fact that
the communication flow between individuals in a network can be dis-
rupted and may influence a business relationship in a number of ways.
Hence, B2B marketers need to pay careful attention to what messages a
cyber security awareness campaign contains and how these messages
are reinforced through time.

Modic and Anderson (2014) have contributed to our understanding
of the social psychology of persuasion by suggesting that security
awareness warnings should be non-technical and authoritative in
nature. Persuasive communication theory, also known as the Elabora-
tion Likelihood Model (ELM) (Petty & Cacioppo, 1984, 1986), is used
widely by marketing academics and practitioners and has relevance in
terms of explaining how people formulate a systematic information
processing strategy (De Meulenaer, Dens, & De Pelsmacker, 2015). The
usefulness of the model is that variables that can impact certain jud-
gements are made clear and also, the processes underlying changes in
attitude are made known and so too are the resulting judgements
(Petty, Rucker, Bizer, & Cacioppo, 2004). It can be suggested that
persuasive communication will enable employees to adopt an inward-
directed approach that results in greater transparency and a commit-
ment to increasing organizational effectiveness (Williams, 2005). Al-
though normative beliefs may manifest in an issue being viewed as
controversial (Mudrack, 2007), it should not detract from the fact that
senior managers have a duty in terms of authority and leadership, in
establishing compliance policy. There is wide variation in the way
employees think and relate to the rules laid down, hence attention
needs to be given to an individual's attitude, their reasoning patterns
(Mudrack, 2007) and their capability (self-efficacy), if that is, beha-
vioural change is to be managed effectively.

In order that information is communicated effectively to the in-
tended audience, it has been suggested that managers should take into
account the different levels of knowledge and motivation of individuals
(Petty & Cacioppo, 1984, 1986). This view is supported by Acquisti
(2004); Bulgurcu et al. (2010); Safa et al. (2015); and Tsai et al. (2016).
These variables are important in terms of how individuals are per-
suaded, either via the central route or the peripheral route. When in-
dividuals have a high level of knowledge and motivation, attention
needs to be given to the central route and how additional, new in-
formation is added as individuals process information in a cognitive
manner. In the case of individuals that are less knowledgeable and less
motivated, the peripheral route is deemed more effective because such
individuals are likely to respond to emotional appeal/the attractiveness
of the source.

Drawing on a rich and diverse body of knowledge relating to in-
formation processing and decision-making, Daft and Lengel (1986)
argue that managers form coalitions with similar likeminded in-
dividuals but need to share their interpretation of an event/situation
with a range of diverse individuals (eg., individuals that hold different
views from others). By possessing information, it is argued that un-
certainty is reduced and so too is ambiguity (referred to as equivo-
cality). Daft and Lengel (1984, 1986) explain that there are different
forms of communication and that messages are transferred and ab-
sorbed in different ways through direct and indirect means. They argue
that the richest form of information communication is face-to-face be-
cause it allows instant feedback (because of verbal and non-verbal cues)
and is considered higher up the richness scale than normal text.

Borup, West, and Thomas (2015) add to our understanding by in-
dicating that there is insufficient knowledge regarding the richness of
information provided vis-à-vis online feedback and their main con-
tribution stems from the fact that they have undertaken mixed-methods
research into the blended learning approach. They found that text was
the most preferred source of feedback (Borup et al., 2015) and this it
has to be said, strengthens the case for B2B marketers using a range of
communication and feedback approaches, if they are to promote cyber
security awareness to a wide audience. By understanding this, B2B
marketers can form messages that are supported by metaphors that
underpin appropriate organizational behaviour. By taking cognizance
of the knowledge that exists both before and during the planning and
execution of the cyber security awareness programme, B2B marketers
can gain the trust and support of those receiving the message(s).

Underpinning this approach is the view that it is necessary to un-
derstand how employees change their attitude/behaviour and deal with
impacts and the resulting consequences. The information provided also
needs to take into account how B2B marketers communicate and what
knowledge they have in terms of using communications technology
(eg., various social networks, apps, and tools). Hence security aware-
ness is not just to be viewed in terms of how staff spend their time in the
work environment, but it also requires a conscious behavioural change
in the way computer communications technology is used outside the
workplace. This is because hackers deploy various phishing techniques
via social networking sites (eg., LinkedIn, MySpace, Facebook &
Twitter) to target and trap vulnerable and non-suspecting individuals
(Abawajy, 2014) who are tricked into parting with company informa-
tion.

2.4. Motivational studies

In order to understand the motivational level of individuals, moti-
vational theorists have undertaken research that explains how the
motivation of individuals is related to their future intentions and as a
consequence, functional theories of attitudes have been developed
(Eagly & Chaiken, 1993; Herek, 1987; Katz, 1960; Shavitt, 1989).
Functional theories of attitudes have been used over a number of years
to comprehend the predictable intentions of individuals based on the
different types of motivation that exist (Schade, Hegner, Horstmann, &
Brinkmann, 2016).

Shavitt (1989) and Wilcox et al. (2009) point out that motivational
studies embrace attitudinal theories drawn from psychology, hence it is
incumbent upon senior managers to know or make themselves aware of
the various psychological functions that exist. For example, the
knowledge function helps people to organize information and better
understand their operating environment; the utilitarian function, re-
lates to how people obtain rewards or minimize punishment; the ego-
defensive function, works to protect the ‘self’ from unpleasant situations
or threats and maintain self-esteem; and the value-expressive function
(self-expressive, which is one of the social functions), revolves around
an individual expressing their central values and beliefs to other people
through their behaviour. It is also worth noting that people adhere to
self-presentation (eg., social-adjustive function, which is another social
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function). Therefore, behaviour is related to an individual gaining so-
cial approval and maintaining relationships with their peer group.

We believe that the application of persuasive communication theory
in conjunction with attitude functional theory can help senior managers
to utilize information that relates to how staff develop their level of
awareness of specific types of threat, so that staff resonate with and
remain motivated in terms of adopting the organization's cyber security
policy. It can be argued that this approach resonates with the view of
how new knowledge is created within an organization. The work of
Nonaka and Takeuchi (1995) is informative in terms how an organi-
zation develops knowledge and innovates. Their example of the de-
velopment of a bread making machine through observation of how the
main actor (bread maker) creates bread is replicated, eventually, by a
machine. Much effort is put into identifying the issues that need to be
addressed when developing a bread making machine that produces
bread of the highest quality. Similarly, if senior managers are to pro-
duce and implement a security awareness programme successfully, they
need to identify their staff's level of knowledge and motivation as well
as establish their attitude towards cyber security issues. Reflecting on
the bread making example, we produced a framework (Table 1) that
synthesized the functional theories of attitudes based on knowledge and
motivation vis-a-vis the context of cyber security awareness issues. We
believe that Table 1 will help senior managers to recognize and identify
individual staff in a systematic manner based on different levels of
motivation and knowledge that exist so that appropriate training pro-
grammes can be devised to increase cyber security awareness. This will
help and encourage individuals to develop their cognitive learning
capability as well as nurturing a security culture. The wider implica-
tions of this approach can be derived from the following quotation from
Walters (2008, p.67): “Policies therefore need to be developed re-
garding user data needs, information risks, and the assignment of access
rights. Ideally, standardization is desirable but customization of service
level agreements will be necessary because of the need to interact with
multiple channel members”.

Based on various studies relating to consumption motivation (e.g.
Schade et al., 2016; Sharma & Chan, 2017; Wilcox et al., 2009), it can
be said that when individuals are conscious of how to express them-
selves in terms of ‘self’, ‘image’, and social status among their peer
group, they are more likely to be influenced by either the ‘self-ex-
pressive’ or ‘social-adjustive’ functions. However, when they are con-
scious of the need to save money, they are more likely to be influenced
by the utilitarian function of attitudes. Hence, as regards the motiva-
tional aspect, we focus on the self-expressive, social-adjustive, and
utilitarian functions.

As regards the issue of how to establish effective communication in
relation to increasing cyber security awareness within an organizational
context, various researchers (e.g. Ifinedo, 2012, 2014; Itzchakov, Uziel,
& Wood, 2018; Safa et al., 2015) suggest that staff's ignorance, lack of
awareness or mischief is due to either a lack of experience in terms of
dealing with cyber/information security and involvement, mis-
understanding or a lack of understanding regarding the organization's
policy and its normative beliefs as well as a lack of information security
self-efficacy. Therefore, we reflect on normative beliefs and self-efficacy

and how these influence attitudes and link with variables of persuasive
communication (eg., knowledge and motivation). It can be argued that
the ‘knowledge function’ is an important factor in determining the way
an individual's attitude is shaped and how their behaviour is influenced.
Also, the knowledge function is interconnected with other functions of
attitudes (Sharma & Chan, 2017; Wilcox et al., 2009). However, in
order to understand fully how the knowledge function can influence
attitude and instigate behavioural change in the context of cyber se-
curity awareness, it is necessary to pay attention to the gap between
how an individual employee assesses their own ‘self-efficacy’ and their
ability to deliver what their superior's expect them to in a timely
manner based on understanding their organization's policy (normative
beliefs). In addition, attention should be given to the motivation behind
an individual's actions (eg., their ability to demonstrate their capability
and progress their career or avoid punishment), as well as identifying
necessary support that can be provided to help B2B marketers make
daily decisions. This is because, if senior managers wish to increase staff
engagement in cyber security awareness and reduce an organization's
overall vulnerability, then they need to find a way to influence changes
in behaviour and ensure that staff act in line with the organization's
compliance policies and avoid costs associated with noncompliance for
example (Bulgurcu et al., 2010).

Staff that have a high level of knowledge relating to the use of ad-
vanced communications technology and exhibit a value-expressive at-
titude towards cyber security awareness issues, are likely to be able to
construe intense information and carry out their work in a positive
manner as it involves expressing their values through reasoned argu-
ment. We denote such individuals as being highly influential. Staff
engaged in monitoring network systems or carrying out routine tasks
(eg., market analysis and pricing) also have a high technical knowledge
and can be encouraged to raise their level of involvement by checking
for fraudulent actions (eg., payments/invoices). Should this be the case,
cyber security awareness will translate into an embracing security
culture that ensures problems are dealt with in real time and do not
escalate into a crisis. Staff that possess a high level of knowledge but
have the predisposition of a ‘social-adjustive’ attitude, are possibly less
willing to process complex information, but will carry out the tasks
required in the way that they have been asked to. In other words, such
individuals exhibit a flexible/changeable behaviour depending upon
their involvement with their peer group members. Less knowledgeable
individuals regarding the utilization of advanced communications
technology, can be motivated to increase their awareness of cyber se-
curity issues through an awareness programme, and can be provided
with appropriate assistance so that they appreciate more fully the role
that communications technology plays. This can be done through a
different level of intensity of information and by crafting the message(s)
accordingly.

Our focus is on addressing how senior managers can influence the
attitude of staff and encourage them to be more aware of cyber security
issues. We concur with Areni's (2003) view that when discussing
complex topics (eg., security), it is important to recognize the influences
associated with expertise and knowledge. An open communication style
facilitates information sharing and knowledge transfer within and

Table 1
Utilizing functional theories of attitudes to group individuals based on their knowledge and motivation towards embracing cyber security awareness issues.

Attitude Knowledge

Low in knowledge High in knowledge

Self-expressive
(Value-expressive)

Highly motivated: need time and assistance to absorb complex information. Highly motivated: able to absorb complex information and
initiate certain courses of action.

Social-adjustive
(Self-presentative)

Medium to low motivation: need encouragement as well as assistance to absorb
complex information.

Medium to low motivation: need encouragement to absorb
complex information.

Utilitarian Low in motivation: need clear direction about punishment and rewards, and need
assistance to understand complex information.

Low in motivation: need clear direction about punishment and
rewards.
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between organizations (Levinthal & March, 1993) as it takes into ac-
count an individual's willingness and motivation to engage in change.
Rewarding staff for reporting concerns and incidents should stimulate
staff and raise the profile of security within the organization. But also,
constructs such as policy and law are fundamentally important in pla-
cing security in context, and making the information more meaningful
to a wider audience.

3. Methodology

As we were seeking the knowledge of respondents in terms of their
experience relating to security issues and how attitudinal behavioural
change could be managed, we adopted the naturalistic enquiry method
as outlined by Lincoln and Guba (1985) and the constant comparison
method (Strauss & Corbin, 1990). The naturalistic enquiry method al-
lowed the researchers to gain insights via real world examples and
stories into how and why various security policies have evolved and
been implemented in a B2B context. A strength of this approach was the
embeddedness of the examples/stories within an organizational context
that had a marketing component. The respondents in both sessions
(critical friendship group and group interview) explained matters in
their own words, which adhered to Denzin's (1989) approach whereby
the interactions followed the form of a conversation. These research
methods have been used by researchers such as Lenka, Parida, and
Wincent (2017) in their exploratory research and are viewed useful in
terms of theory building.

By adopting the phenomenological approach (Patton, 1990), we
focused on how security experts view the attitudes of staff in terms of
managing security issues within an organization. We deployed a critical
friendship group at first, and then, a group interview. When estab-
lishing the critical friendship group, we adhered and selected people
based on the premise that the critical friend was able and willing to
provide positive support (Bennett, Chapman, Cliff, Garside, Hampton,
Hardwick, Higgins & Linton-Beresford, 1997) through the process of
providing arguments and counterarguments. The advantage of this re-
search strategy is that it allowed experts in different aspects of security
that were employed in different industry sectors to come together and
discuss their experiences and provide insights into creating a security
culture. We took into account Whetten's (1989) view regarding sensi-
tivity to context and how important it is to develop new knowledge.
This is why we placed much emphasis on selecting individuals who we
considered to be the most appropriate people to participate in the data
collection process (i.e. those who had experience of negotiating deals
with international partner organizations or who had facilitated inter-
national business deals). The academics involved in the critical
friendship group also had experience of the international negotiation
process as they had worked in several industries and had been involved
in various government-industry partnership arrangements and research
initiatives.

Those taking part in the critical friendship group and the group
interview were highly experienced security experts (academics, gov-
ernment representatives, law enforcement personnel, individuals from
the security services sector, and senior managers from a number of
companies), all of whom had in excess of twenty years work experience
and possessed both practical and operational knowledge of the topics
covered (Sinkovics & Penz, 2011). Fourteen people took part in the data
collection process. The men and women were mostly in their late forties
or early fifties and were aware of the need for increasing security and
developing a security culture within their own organization as well as
other industry sectors. This was because the majority of the respondents
had worked both in the public sector and the private sector, and were
operating at senior management level. They were in the main asso-
ciated with or affiliated with various industry advisory boards and
advised UK government departments on matters of security. Recruited
through personal networks over 12months, the respondents were se-
lected on the basis of their up-to-date knowledge of how illicit

producers involved in counterfeiting, brand piracy and the production
of fake websites for example, orchestrate attacks on reputable brands.
The researchers had an appreciation of cyber security and security
generally as they had attended a large number of security and in-
telligence workshops (either open to the public or closed and by in-
vitation only). They had also attended various security and intelligence
conferences over a long period of time, and had actively participated in
a number of domestic and international security research networks. By
attending such events, they developed an understanding of intelligence
and security issues and this aided their learning process and allowed
them to reflect on the information/experiences of others (Bennett et al.,
1997). For example, one of the researchers had been involved in se-
curity and security related studies for two decades and had organized a
number of security workshops (mainly at Birkbeck, University of
London) and had established a number of critical friendship groups
through time to facilitate the exchange of non-sensitive information and
experiences. Through the process of forming various critical friendship
groups, much had been learned about how to build bridges between
academia, industry and government, and how to gain insights into how
security threats manifest and change through time, and how society can
be safeguarded from certain types of attack.

In fact, the respondents (critical friendship group and the group
interview) were immersed in a highly interactive, supportive and caring
community environment (Achinstein & Meyer, 1997; Bennett et al.,
1997). Indeed, it can be argued that the respondents possessed a shared
vision and were allowed to speak freely during the sessions (except
where they were restricted by their organization's policy) and were free
to challenge their peers and engage in counterarguments when appro-
priate.

The respondents gave their permission for the sessions to be audio
recorded and each respondent was assigned a number and was not
referred to by name in the transcript. The researchers analyzed the data
in the transcripts on a line by line basis. This also allowed the re-
searchers to reduce the possibility of bias as all the discussions were
recorded verbatim (Boyd & Westfall, 1970). During the critical friend-
ship group and the group interview, the insights and examples provided
were challenged in an open and constructive manner, and although
probing occurred, each respondent was respectful of the limitations of
the respondents in terms of divulging sensitive data and information.
The approach was fruitful in the sense that it provided an opportunity
for security experts and the researchers to discuss in depth the different
challenges and reflect on the views of others.

The critical friendship group session lasted approximately
120minutes and was managed by two researchers. The two researchers
played a different role from each other. One presented a holistic se-
curity paper and the other researcher chaired the session and played the
role of a critical friend and encouraged the participants to provide their
interpretation and challenge the examples and stories that surfaced.
The researcher that chaired the session also took notes and these were
typed up after the session and then read through by both researchers to
check the accuracy. The alterative examples and stories that surfaced
added depth to the discussions because they were contextually em-
bedded and contained spontaneous episodes that gave rise to alter-
native examples (Boje, 1991). A number of topics were covered such as:
a security culture; the link between intelligence and security; emerging
business models and the strategic marketing paradigm; knowledge de-
velopment and information processing; and marketing and commu-
nication. The objective was to establish the antecedents of a security
culture and this was done through the process of raising questions,
providing answers, and then reflecting on and challenging the as-
sumptions relating to in-house security practices. Most importantly, the
respondents considered that by engaging in critical reflection, it would
allow the researchers to utilize their knowledge in terms of developing
a cyber security framework and at the same time review their own
practices and identify possible solutions that they could use in their
own work environment (Golby & Appleby, 1995).
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The group interview also took place in Bloomsbury at the University
of London, two weeks after the critical friendship group, and the group
interviewees were the same people that participated in the critical
friendship group. The session lasted two hours and 30minutes, and
only two interviewees left before the interview had been completed as
they each had another meeting to attend. The group interview method
had the added advantage of allowing the researchers to explore the
insights put forward by the interviewees (Brown, Collins, & Duguid,
1989), and this allowed those involved to critically reflect on the
linkage between the themes discussed. Three open ended questions
were posed during the interview process, they were: (1) Which factors
do senior managers need to take into account when developing a sus-
tainable cyber security awareness programme? (2) How can the stra-
tegic marketing concept be extended to incorporate security awareness
issues? (3) How can B2B marketers contribute to security awareness
throughout an organization? This allowed for greater conceptual den-
sity and specificity (Strauss & Corbin, 1990). It can also be noted that
during the group interview session, the researchers took notes and read
their notes several times thereafter.

The research strategy allowed the researchers to obtain quality data
in a two-step approach outlined by Patton (1990): (i) indigenous con-
cepts, first it was important to identify the key topics, hence during the
critical friendship group the researchers identified common themes that
existed across business functions: and then they underwent the process
of (ii) sensitizing concepts - in the sense that the researchers posed
further questions during the critical friendship group and the group
interview, and then analyzed the data collected. It was important to
note that the arguments put forward needed to be understood from
different perspectives because of the complexity of the subject. The
respondents were required to reflect and offer tangible solutions (real
world examples in the context of what the law would permit). This
being the case, the respondents challenged their own understanding of
the subject matter and substantiated the knowledge claims made
(Suddaby, 2006). The respondents engaged fully in the topics covered
and interacted with one another. The researchers adhered to an es-
tablished code of ethical practice throughout and the names of in-
dividuals and their organizations were not disclosed. This was due to
the sensitivity of the topic being researched. The researchers made their
own field notes as indicated above and compared their findings and
interpretations with the insights in the transcripts (Glaser & Strauss,
1967).

4. Analysis and results

The analysis went through various steps, such as a lengthy coding
process of the transcripts to identify the themes. We applied the
grounded theory approach (Strauss & Corbin, 1990), in the sense that
we followed the procedure of open, axial and selective coding for
consistency of the data analysis. Phrases were identified and labels were
assigned. Based on the findings from the critical friendship group, 29
themes (first order) were identified by establishing relationships and
patterns in the data. They were: collectivist behaviour; decision
making; trustworthy behaviour; group decision making; communica-
tion; rules of the organization; corporate intelligence; the Internet;
online behaviour; organizational culture; organizational behaviour;
organizational learning; outsourcing; proactive behaviour; transforma-
tional leadership; managing change; individual learning; marketing
strategy; planning; security culture; strategy; risk management; stra-
tegic intelligence; information exchange; risk analysis; training; loyalty;
organizational resilience; and relationship management.

The analysis was related to the “phenomenon” in relation to “ac-
tion/interaction” in the context of cyber security. After the critical
friendship group, we forwarded the findings to those that had taken
part in the session and we also presented the findings again to them at
the start of the group interview. This was to establish a common un-
derstanding and to achieve additional feedback. It also ensured that the

researchers did not impose their views on the group and objectivity was
maintained (Goldman, 1962). The interviewees were satisfied that the
analysis was robust and representative. Based on the initial analysis of
the critical friendship group, the researchers devised three open ended
questions relating to how B2B marketers should relate to security per-
sonal involved with various security issues that affect the marketing
operations of companies (as outlined above).

The researchers then proceeded with the group interview, and
posed each of the three questions in turn. The usefulness of this ap-
proach was that by having the same respondents for both the critical
friendship group and the group interview, they were familiar with the
nature of the research and had the analysis of the critical friendship
group in advance before they were involved in the group interview. The
period of reflection proved useful in terms of thinking through the
complex issues and challenges vis-à-vis increasing cyber security
awareness. The advantage of providing the interviewees with the cri-
tical friendship group findings was that it allowed the researchers to get
the respondents to establish, and identify with the “phenomenon”, and
validate the “phenomenon”. By identifying and agreeing as to what
constituted the phenomenon, the researchers were able to focus on how
to manage the “intervening conditions” in order to manage the “action/
interaction” in relation to establishing how to reduce an organization's
vulnerability from a cyber attack. As regards the analysis of the group
interview, we focused on the selective coding process and provided
conceptual density (Lee & Trim, 2008; Strauss & Corbin, 1990), and
revisited the data set from the critical friendship group to ensure that all
the aspects were reflected on regarding the intervening conditions.
Having done so, we considered that it was necessary to reduce down the
number of themes further and decided to carry out a further analysis by
reinvestigating the data set to identify and better understand the phe-
nomenon, the action/interaction, the intervening conditions, and what
the consequences/outcomes were. This enabled us to identify 13
themes (second order) and then through further reduction, 5 themes
(third order) (see Table 2).

The emerging themes (third order) were: the nature of decision-
making; different forms of communication; the use of intelligence; the
growing influence of the Internet; and managing cultural change and
learning. To ensure the rigorousness of the data analysis, the re-
searchers read the group interview transcript separately a number of
times and then came together to analyze the data, and then they
checked what the other researcher had done. By referring back to their
own notes, the researchers checked that the thematic groupings they
had made note of matched those in the transcripts and this ensured that
they were robust in their approach and were within the same “truth
space” (Miles & Huberman, 1984a; Miles & Huberman, 1984b).

Table 2
Second and third order themes relating to developing a cyber security beha-
vioural awareness programme.

Themes 

Decision-making 

Communication 

Intelligence 

The Internet 

Managing cultural change and 

learning  

Third order themes

Themes 
Collectivist decision-making 
Communication 
Corporate intelligence 

The Internet 
Organizational culture 
Organizational learning 
Outsourcing 
Leadership 
Managing change 
Marketing strategy 
Security culture 
Risk management 
Strategic intelligence 

Second order themes
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The themes and key insights from the group interview appear in
Table 3. The data suggests that senior managers are required to identify
organizational vulnerabilities and be aware of how employees deploy
online behaviour. Hence individual managers need to look out for in-
appropriate behaviour and keep up with trends in online crime as in-
dicated by Esteves et al. (2017). Any background checks carried out on
potential employees will no doubt go through an ethical process. By
understanding the importance that security plays in safeguarding the
firm's operational capability, it can be suggested that staff will be mo-
tivated to change and adhere to the information/messages reinforced
through the security awareness programme. As regards ensuring that
the organization remains resilient, it emerged from the discussions that
managers need to undertake risk management on a formal and con-
tinuing basis, and appropriate risk analysis tools need to be deployed.
This represents a challenge because when the business environment is
undergoing constant and rapid change, B2B marketers may find that the
various risk analysis tools in use may be ineffective and alternative ones
need to be developed.

5. Discussion

5.1. Establishing a security culture

It is clear from Table 3 that senior managers need to be aware of the
growing importance attached to the human element of interaction with
technology dimension and how the process of change is managed. The
findings from the group interview highlight the fact that the security
decision making process is ongoing and needs to take into account the
interactions between functions (eg., intra-company and inter-company)

(Håkansson et al., 1977). Inter-functional co-operation and decision-
making allows security policy to be integrated into marketing policy
and the use of communications technology should be monitored by IT
(Information Technology) staff through the company's compliance
policy and information/cyber security policy (Ifinedo, 2014). B2B
marketers facilitate cooperation with internal financial staff regarding
pricing, product investment and market entry decisions, and can un-
dertake market analysis and formulate continuity of supply reports,
competitor analysis reports and marketing contingency plans.

In order to synthesize the research findings with the literature re-
view, we reflected upon the knowledge spiral concept (Nonaka et al.,
1996; Nonaka & Takeuchi, 1995). This is because cyber security is a
new phenomenon and cyber attacks can affect business operations and
the continuity of the business. Hence, senior managers need to know
how the organization is to create new knowledge across functions and
the organization's boundaries, so that staff can counteract the actions of
computer hackers. In other words, as well as coordinating and com-
municating across functions and beyond the organization's boundaries,
managers should also know how they can stimulate their staff to em-
brace a cyber security culture and gain additional knowledge and skills
through a continual process of self development. By recognizing that
staff possess a different level of knowledge and motivation (Table 1),
and relate to cyber threats differently, managers can understand what
needs to be done in order to bring staff up to the required level of
behavioural awareness. Table 3 outlines how managers engage with
staff and allow them to identify with the values of the organization. By
understanding the different attitudes and the reasoning behind these
attitudes, senior managers can devise appropriate training and staff
development programmes within the organization to promote cyber

Table 3
Themes and key insights relating to developing a cyber security behavioural awareness programme.

Themes Key insights

Decision-making A community environment that promotes trustworthy behaviour. Establish appropriate intra-group and inter-group decision-making
procedures and ensure that staff in human resource management are aware of the needs required and what systems need to be put in
place.

Communication A continual process of negotiation that convinces people what is being done is appropriate. A newsletter/workshop can be used to assist
the internal process of communication. As well as the converted, disaffected people need to be incorporated in the communication
process so that they are convinced of what needs to be done. The rules of the organization need to be made known and reinforced.

Intelligence Undertake research of the operational environment and establish how information can be shared with relevant government
organizations (law enforcement, security and intelligence for example). Undertake economic trend analysis and develop industry
related competitive intelligence tools.
A strategic approach should be adopted that utilizes forecasting and has a strategic intelligence focus that also focuses on resource
needs. Senior managers need to be aware and understand that stakeholders may change through time and therefore strategic
intelligence needs to be firmly linked with the concept of organizational resilience.
Relationship management is perceived as necessary and underpins the customer relationship approach. Reputation management needs
to be embraced by managers and they need to work with in-house intelligence and security specialists.

The Internet Ensure that sensitive information is secure and that proper procedures are followed at all times.
Identify organizational weaknesses and establish what aspects of employee's cyber lives (and especially their social networking on-line
behaviour) may result in an organizational vulnerability. In addition, bad (insider) behaviour needs to be identified and dealt with and
e-crime and various forms of threats (counterfeited products) need to be known about. A formal approach needs to be taken with
regards to background checks on people recruited (both nationally and internationally).

Managing cultural change and learning A clearly defined and benevolent organizational value system needs to be in place and loyal staff are rewarded.
A formalized approach is adopted that is aimed at reducing friction between people and which highlights the need for cooperation and
which discourages opportunistic behaviour. Career counselling, training and retraining are perceived as important and ongoing and
need to be embedded in the organization's learning model, which should be aimed at raising the organizational skill base. Where
possible, support can be provided for educational programmes at universities but it is important to have a hands on approach vis-à-vis
content and standards.
Various pro-active leadership approaches can be used and it is important to engage with people lower down the hierarchy. Individual
managers need to think in terms of reinforcing the organization's reputation and how and why organizational behaviour should be
adapted or changed. In particular, senior managers need to ensure that information security is a shared responsibility and the issues and
challenges are dealt with across functions as soon as they arise.
An appropriate organizational architecture needs to be in place so that highly motivated people can devise and implement change in a
proactive manner.
Risk management needs to be formalized and continual monitoring of risks is required so that actual and potential threats can be
quantified and an appropriate impact analysis made. Managers need to ensure that risks are differentiated so that it is clear which risks
relate to which aspects of the business and its operations. The organization's approach to risk management needs to be reviewed
continually and appropriate risk analysis tools deployed.
Priorities need to be set and attention given to cultural issues (organizational and national) and increased attention should be given to
potential supply chain vulnerability.
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security awareness programmes at all levels.
Based on our interpretation of the information in Table 1 and

Table 3, we identified the factors that influence attitude/behavioural
change of the six groups and we then formed six B2B staff groups (see
Table 4). We also drew on the work of Cacioppo, Harkins, and Petty
(1981) into cognitive response and provided insights (Seidman, 1991)
into behavioural change. (Appendix 1 contains information relating to
the definition of each group). From Table 4, the reader will note that
the right hand column contains suggestions regarding how senior
marketing managers can develop the message(s)/filter information in
relation to the level of knowledge and motivation by embracing and
influencing the learning behaviour of each group. By differentiating
between the groups in terms of their level of knowledge and motivation,
senior managers can devise different types of training that contain
different levels of knowledge. This is necessary because changing be-
haviour relates to the level of knowledge, the information possessed
and the way the information or message is perceived (Acquisti &
Grossklags, 2007). By making the risk explicit, staff can be influenced
into changing their behaviour through the process of understanding the
threats involved (Tsai et al., 2016; Venkatesh & Bala, 2008).

At this juncture, we would like to emphasize the role of the B2B
marketer and consider that they undertake the role of co-ordinator (eg.,
through the process of social exchange), and contribute to the knowl-
edge creation process within the organization (Håkansson &
Waluszewski, 2005; Nonaka & Takeuchi, 1995). Individuals deemed to
have a high motivation/knowledge as opposed to a low motivation/
knowledge are likely to interpret the main message differently as they

take into consideration the logic of the argument, the supporting ar-
guments as well as the authenticity/reliability of the information source
(eg., the person delivering the message) (Petty et al., 2004). Those that
are deemed to have a low motivation are not likely to develop a cog-
nitive approach to understanding the information but are likely to pay
attention to the attractiveness of the message and how other people
identify with it (Daft & Lengel, 1986; De Meulenaer et al., 2015;
Livingstone, 2004 & Mason & Leek, 2012).

5.2. Six groups placed in a B2B context and how they contribute to
cybersecurity awareness

Stars possess both a high level of knowledge regarding technology
and are highly motivated and keen to be involved in cyber security
awareness issues. For example, individuals in this group demonstrate
that they are able to undertake market analysis, advise about inventory
stock levels, and delivery methods and schedules. They communicate
well and provide and receive relevant information from the right people
based in different functions/organizations in real time by utilizing
communications technology so that staff are able to reduce costs and
improve the use of assets, and raise the quality of service for example
(Lichtenthal & Eliaz, 2003). Stars prove highly influential in terms of
establishing strong security awareness and a strong security culture.
This group resonates with the metaphors and messages relating to cyber
security awareness and are able to provide feedback as and when re-
quired. The Adaptors are highly motivated and advocate the need for
cyber security awareness. However, at times they need assistance as

Table 4
The characteristics and the influences associated with the different B2B staff groups.

Characteristics of each group Information source for effectively influencing attitude/behavioural change

Star
People that possess a high level of knowledge, are highly motivated in cyber security
awareness issues. This group possesses a high self-expressive (value expressive)
attitude.

Stars value information that comes from a reliable/credible source(s) as they are
reliable and capable of dealing with complexity. The cognitive approach to problem
solving is important in terms of relating the information to the source.

Adaptor
People that possess a low level of knowledge but are highly motivated in cyber
security awareness issues. This group possesses a high self-expressive (value-
expressive) attitude.

This group appreciates both the technical and human complexities associated with
cyber security challenges and try their best to improve their level of knowledge and
adjust their attitude/behaviour in order to deal with the various threats that arise
from time to time. Adaptors need and seek more explanation from credible sources
and are pro-active in their approach. The cognitive approach to problem solving is
viewed as important in terms of relating the information to the source.

Leader
People that possess a high level of knowledge but are moderately motivated in cyber
security awareness issues. This group possesses a social-adjustive attitude, and needs
additional encouragement to be more involved in cyber security/cyber security
awareness issues.

Leaders relate to information/messages that are episodic in nature and they relate
affectively to the various cyber security issues and challenges as and when they
occur. Their intelligence and support capability is appreciated. The cognitive
approach to problem solving and the affection exhibited are just as important as the
source of the information.

Semi-adaptor
People who possess a low level of knowledge and are moderately motivated in cyber
security awareness issues. This group possesses a social-adjustive attitude, and need
encouragement to be more involved in cyber security/cyber security awareness
issues. They also need assistance to comprehend matters fully.

Semi-adaptors relate to information/messages in episodic form and relate affectively
to the various cyber security issues and challenges. Semi-adaptors absorb technical
information/messages and require detailed information that uses limited technical
jargon. The cognitive approach to problem solving is viewed as important and
individuals can follow/relate to the information/message, however, further
assistance is appreciated in order that they can comprehend technical information.
Affection and the credibility of those associated with the information are viewed as
important.

Satisfier
People who possess a high level of knowledge but possess low motivation in cyber
security awareness issues. This group is associated with the utilitarian attitudinal
function.

Satisfiers possess a high level of knowledge and the capability to process information
but are not motivated. Hence, in order to influence attitudinal change, the message
needs to be focused on feelings (affection) in the first instance and needs to reinforce
the satisfier's technical understanding. The information/message needs to be episodic
based and needs to make the group feel that they should pay attention to cyber
security issues. The source of the information needs to be viewed from the
perspective of likability in order to stimulate the required response.

Reformer
People who possess a low level of knowledge and a low level of motivation in cyber
security awareness issues. This group is associated more with the utilitarian
attitudinal function.

Reformers possess a low knowledge and are not motivated. They may well place the
organization at risk because they are not vigilant and pay little attention to cyber
security issues. In order that their attitude is influenced in a positive manner, the
message needs to be focused on feelings (affection) at first, and reinforced by
information/messages that explain in detail, with limited technical jargon, the key
points that need to be understood and acted upon. The information/message needs to
be simplified so that they resonate with it. The information/message needs to be
episodic based and make people feel that they need to pay attention to cyber security
issues. The source of the information needs to be viewed from the perspective of
likability in order to stimulate the required response.
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regards understanding technical terminology. As these two groups
share common characteristics and have similar values and beliefs (Katz,
1960; Snyder & De Bono, 1985) they are committed to improving the
quality of their performance by adopting communications technology
so that they are effective and efficient as regards adhering to the or-
ganization's cyber security policy (Safa et al., 2015). It is worthwhile to
note however, that the Adaptor has a lower self-efficacy than a Star,
nevertheless they are committed to performing their tasks to the stan-
dard required. Due to a lack of special knowledge to assess which
communications technology is more effective, they just follow the
guidelines provided by the firm. Therefore, the Adaptor needs to be
subject to a more detailed explanation. This means that the metaphors
used to convey the message(s) should be jargon free and the message
itself needs to be clear and unambiguous. The Stars and the Adaptors
learn cognitively and observe continually how technology influences
society. As these groups pay attention to the source of the information
and its authenticity, they contribute to strategic marketing intelligence
and forecasting through observing and communicating changes in
customer requirements.

Leaders, although they possess a high level of knowledge and the
capability to understand technology and cyber security issues, they tend
not to be highly motivated or they exhibit a medium to low involve-
ment in cyber security issues. In order to encourage them to adopt the
required behavioural compliance, they need to be made responsible for
issues affecting them (Ifinedo, 2014). Semi-adaptors tend not to be very
motivated or wish only to exhibit a medium to low involvement in
cyber security issues (Furnell, Khern-am-nuai, Esmael, Yang, & Li,
2018). They have a lack of knowledge and find it difficult to absorb
complex information. The common characteristic of these two groups is
that they possess moderate interest in cyber security issues, but their
level of interest and motivation changes depending upon the attitude/
behaviour of other groups they identify with and whether they will be
admitted to the group that they aspire to join (social-adjustive)
(DeBono, 1987; Smith, Bruner, & White, 1956). In order to motivate
these groups, attention needs to be given to how information is for-
mulated in the sense that emotion and intellectual appeal prove sti-
mulating, and interactive feedback is used to promote secure behaviour
(Furnell et al., 2018). This suggests that senior management need to
deploy various pro-active leadership approaches so that they can in-
crease the level of engagement with staff lower down the organizational
hierarchy. By persuading staff that there are different types of risk as-
sociated with the firm's operations, it should be possible to convince
staff that there is a need to continually monitor the risks identified and
communicate openly, so that management can deal with the various
threats in real time. Bearing these points in mind, the communication
approach needs to take into account peer group association (eg., face-
to-face interaction that is either physically or technologically-mediated)
and the main message needs to be reinforced continuously due to the
motivational level of the group members.

The Satisfiers possess a high level of knowledge but are not moti-
vated to be involved in cyber security awareness issues or cyber security
activities. They are apathetic and are not inclined to utilize their
knowledge vis-à-vis understanding technology usage and its effect on
social change. In order to attain the required behavioural change, it is
important that this group is subject to fear-inducing arguments
(Johnston & Warkentin, 2010). As regards the Reformer, this group
lacks both motivation and knowledge regarding cyber security aware-
ness issues. Reformers are not motivated and accept that they have a
lack of knowledge regarding the subject and do not wish to be exposed
and receive criticizm from their peers. They exhibit no interest in the
subject of cyber security awareness. Reformers need to be made aware
of the severity of the situation through fear appeals (Johnston &
Warkentin, 2010) and they also need to be made aware of the pun-
ishments that exist for noncomplying with company policy in terms of
an information breach for example. However, fear appeals may not
have the desired effect because the message conveyed may be

misunderstood or forgotten (Evans, Maglaras, He, & Janicke, 2016).
The Satisfiers and the Reformers are not interested in cyber security but
they are keen to avoid punishment or be exposed to embarrassment. In
other words, we interpret the behaviour of Satisfiers and Reformers from
a defensive stance as they try to disguise their lack of knowledge and/or
their low self-esteem and in addition, try to be self-equable and avoid
potential anxieties that arise from internal and external threats, and are
keen to minimize punishments (Eagly & Chaiken, 1993; Katz, 1960;
Smith et al., 1956). In order to motivate and encourage Satisfiers and
Reformers to be involved in cyber security awareness issues, attention
needs to be given to how the message is formed and the emotional
underpinning of the message. This is particularly true as regards the
Reformer. Referring to the Satisfier, the emotional approach is important
but the information contained in the message should appeal to their
cognitive capability as they tend to possess the capability to evaluate
information in a logical manner, especially if they feel there are pun-
ishments or rewards related to the consequences of their actions (be-
haviour) for example. Hence, these groups value the effort put into
supporting staff counselling, training and retraining, as this is perceived
as a commitment to improving the skill set of staff. Those in-charge of
the training programmes should ensure that the key messages used are
transparent and the organization's social networking technology can be
used for communication purposes (Leonardi, 2015). Staff also need to
be aware of the rewards on offer as well as the punishments, because as
Itzchakov et al. (2018) suggest, individuals may be governed by habit
or the lack of ability to deliberate and think through a situation and act
accordingly. Both, the Satisfiers and the Reformers need to be exposed to
messages over a period of time that are aimed at integrating episodic
events that are reinforced by metaphors that highlight the advantage of
appropriate security behaviour.

Different levels of cyber security training should be developed based
on the needs of each group in terms of their level of knowledge, their
motivation, their skill set and the type of support required. There are
four points to consider: (i) the quality of the information received; (ii)
the additional information needed but which staff do not have access to;
(iii) the ability of the group members to integrate the information; and
(iv) the ability of the group members to engage in critical appreciation
as defined by Livingstone (2004) and Acquisti and Grossklags (2007). A
pro-active approach to providing the level of support needed to bring
an individual up to the required standard involves identifying future
resources for training and learning support and allows structures to be
put in place (Håkansson & Waluszewski, 2005). Training and support
programmes can help individuals to reduce the gap between “self-effi-
cacy” and their confidence level so that they perform their tasks ap-
propriately (Ajzen, 2002; Bulgurcu et al., 2010). It can be argued that
the process of interaction, which involves the sharing of tacit and ex-
plicit knowledge, supports organizational learning as it creates meta-
phors that are used to influence behavioural change.

5.3. Behavioural awareness and attitudinal change

It is clear from the forgoing that a cyber security behavioural
awareness programme can be placed in the context of persuasive
communication and help staff to counteract cyber threats. By paying
attention to how a message is structured and how the message is de-
coded, B2B marketers can use feedback through continual interactions
to fine tune the metaphors used so that the desired outcome is achieved.
It is for this reason that B2B marketers should take into account the
seven postulates of the persuasive communication model, which are:
correctness; the elaboration continuum; multiple-roles; objective-pro-
cessing; biased-processing; trade-off; and attitude strength (Petty et al.,
2004; Petty & Cacioppo, 1986). The postulates allow the B2B marketer
to differentiate the message content so that a required change in be-
haviour is accommodated. Please see Fig. 1.

Fig. 1 can be used as a framework to establish a clear communica-
tion style/method to assist individuals in terms of recognizing the
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various cyber security related issues of relevance and how the threats
identified are to be dealt with. More specifically, the cyber security
behavioural awareness programme framework can be used by senior
managers to think through the messages that are to be used to influence
behavioural change. For example, by taking into account the interac-
tions between individuals, it is possible to establish how explicit
knowledge is turned into tacit knowledge and how tacit knowledge is
turned into explicit knowledge (Nonaka et al., 1996). By understanding
how individuals share experiences and reflect on why they are required
to act in the way specified, managers can develop a common mental
model relating to how cyber threats are perceived, interpreted and dealt
with. The advantage of this approach is that managers can devise a
sustainable knowledge creation process for dealing with evolving cyber
security threats.

As regards the knowledge elaboration process, those forming the
message(s) need to highlight the actual source of the information (eg.,
company staff, relevant government agency, media) so that an em-
ployee can check and validate matters. This is important because there
will be more than one source of the information and some sources may
be more influential than others. In addition, it is important to establish

the truth of the message and provide evidence or draw on actual facts so
that those exposed to the message accept it and change their behaviour
in line with company policy.

As discussed above, the difference in the level of knowledge and
motivation of individuals affects the way the information is interpreted.
Hence, it is important that senior managers pay attention to how in-
formation is structured and how the different B2B staff groups relate to
it based on their knowledge, group identity, and their intention to
comply with company policy. How it triggers curiosity from the per-
spective of the source of the information itself and how the different
themes in the information account for changes in attitude/behaviour
(Petty et al., 2004) are also of importance. By senior managers being
able to build curiosity/intrinsic attraction into the information, it
should provoke individuals into inter-group/function activity. An ex-
ample of this, is the “continual process of negotiation”, which is fea-
tured in Table 3. It can be suggested that a “continual process of ne-
gotiation” is needed in order to involve B2B staff and make them feel
that they are part of the security process. Such a process helps to es-
tablish a common understanding of how regulations apply to the or-
ganization as well as preventing information from being leaked. The

Persuasive communication (correctness)  

A holistic view of security is required. Cyber security is viewed as a component of security and results in a 
shared responsibility among multiple stakeholders. 

Issue-relevant information (the elaboration continuum) 

People process information in a quantitative and/or qualitative manner and make value judgements based on high 
elaboration (security is perceived as necessary and an investment in protecting people as opposed to a cost and is 
unnecessary). 

Variable and elaboration processes (multiple-roles) 

Key variables influence attitudes towards cyber security in a number of ways because of the high personal 
relevance associated with cyber (individuals and organizations are actively undertaking activities online and may 
be vulnerable to attack). An individual’s mood can be influenced by news of a cyber attack and its consequences.   

The truth of a message (objective-processing) 

Evidence is provided and people understand that cyber attacks have harmful consequences. The message 
perceived is that they are becoming more sophisticated, therefore putting individuals, the company and society at 
greater risk. 

Counteracting arguments (biased-processing) 

It is likely that arguments will be put forward suggesting that society is not at risk from cyber attack or that the 
threat outlined has been exaggerated. Notwithstanding, individuals are able to weigh up the facts and decide for 
themselves in an objective manner, and establish how real the threat is. Managers will think in terms of the 
organization’s risk appetite and individuals will think in terms of their immediate security and the security of 
their family;  and consider such issues as identity theft and day to day activities such as cyber bullying for 
example.   

Examining information for merit (trade-off)  

Both central and peripheral processes are known to influence attitudes through time because cyber attacks may 
occur and then, because security is tightened, not recur for some time. However, employees and people in society 
are aware that advanced persistent threats are well planned and implemented, and the number and frequency of 
sophisticated attacks are increasing and not decreasing. 

Message processing (attitude strength) 

Because cyber attacks have devastating consequences, employees and people in society understand why it is 
important to invest in security. In addition, people become hardened to the fact that security is an investment as 
opposed to a cost, and by understanding and sympathizing with people undergoing similar attacks in other 
countries, an international security perspective is adopted. 

Fig. 1. Cyber security behavioural awareness programme framework encouraging staff involvement and attitudinal change.
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following quotation provides evidence of why B2B staff need to be fully
engaged in security issues:

“…we can talk about …how people leak information and sometimes
it is done deliberately because they are disillusioned,… you have to
say what is appropriate ….sometimes people leak information de-
liberately to cause damage, ..you know what is the disciplinary si-
tuation…” (Participant 2).

Reformers and Satisfiers need special attention as they are the groups
most likely not to want to believe in reality and be apathetic in terms of
adopting security measures. One participant in particular was very firm
in their view as to why this may be the case:

“Why people sabotage or leak information …they have stopped
identifying with the organization [and] they have stopped identi-
fying with the value system of the organization and that is why they
are behaving like that ..”(Participant 8).

With respect to counteracting arguments, the work of activists and
anti-government and anti-business organizations cannot be ignored.
The dilemma that surfaces is made clear in the following quotation:

“This brings up one of the key issues about how we look at security
issues. Do we look at every security threat or do we start to prioritize
the security threat depending upon the situation? If we prioritise
them, it means we put resources there to counteract that potential
threat”. (Participant 5).

Leaders, Semi-adaptors, Reformers and Satisfiers need to be made
aware of the opportunity cost(s) so that they are able to understand
why the company is investing in security. The following quotation is
evidence of this train of thought:

“…being aware of what we know is important, knowing how to
anticipate a threat is absolutely crucial, knowing what to safeguard
is key, knowing how it needs to be safeguarded is very important,
assigning responsibility for security is absolutely key…” (Participant
2).

By establishing a clear understanding of what type of behaviour is
acceptable, senior management can establish a set of rules, which have
clear rewards and punishments (this is especially necessary for Satisfiers
and Reformers). Having said this, senior management also need to
create detailed information that reinforces the fact that everybody in
the organization (as well as key staff in partner organizations) are re-
quired to take responsibility for their actions. By establishing a common
understanding and increasing security awareness, B2B staff will take
into account the different views in society and how society is absorbing
change. Hence, senior management need to place security awareness in
the context of organizational change and how the cultural value system
encourages staff to be more open minded and proactive in terms of
discussing security issues. The following quotations support this view:

“Sometimes we have to understand that if something is fundamen-
tally wrong within the organization ……..then somebody's got to be
brave enough to stand up and say you know… we're heading in a
direction we should never go, and that causes a lot of pain and a lot
of conflict….” (Participant 2).

“.. unless you change the perception of people it does not matter
what models you bring in there will be no transformation …. or-
ganizational value systems have to be produced which are logical
….” (Participant 5).

As regards the elaboration process, those providing information
need to highlight its actual source so that an employee can validate
matters and seek guidance if necessary. They also need to establish the
truth of the information source and provide evidence that results in a
change of behaviour and reward the individual for moving from the
Reformer/Satisfier group to a higher order of learning group. The

Adaptors although highly motivated, need to be given support in order
to champion cyber security initiatives. How can the individuals in this
group be involved? It is clear from the following statements what senior
management can do:

“Open communication is very, very important. ….We can have a
newsletter that goes round and makes the key points available to
people….We have to understand that people need to be trained and
educated so that they have a proactive stance”. (Participant 2).

“Some organizations are now being proactive and they are putting
suggestion boxes around the building to get people to give them
ideas as to how they can improve systems and methods……….so
maybe e-mail systems, discussion groups, informal group activity,
the election of role models are all things that we can think of to
change organizational value systems”. (Participant 4).

By reinforcing the fact that cyber attacks are becoming more so-
phisticated and the level of the threat is intensifying, the Stars can act as
message enforcers and help promote cyber security measures through
word-of-mouth. This can be backed-up by electronic word-of-mouth
(eg., newsletters, bulletins, company notices and video clips) that
contain episodic events that illustrate different views and complexities.
Indeed, research undertaken by Siamagka, Christodoulides,
Michaelidou, and Valvi (2015) indicates that social media can be used
in a B2B context to enhance an organization's image. Electronic word-
of-mouth (eWOM) can be used to support information credibility
(Hussain, Guangju, Jafar, Ilyas, Mustafa, & Jianzhou, 2018) and the
message processing component can be reinforced by drawing on cor-
respondence/examples from law enforcement bodies. However, the
information needs to be validated and placed within a context that B2B
staff are able to understand. In-house seminars and workshops can be
used to reinforce the message(s) and rewards can be used to encourage
staff to report incidents quickly and thus help to strengthen security
policy and harden security culture. The following quotation underpins
the fact that a formalized security process and can be put in place:

“My own company runs security seminars every year, for two days,
and all the country managers have to come into it and they have to
sign up to it and I have to train all the senior managers in the UK on
security” (Participant 3).

As can be seen from the quotation above, senior managers also need
to undergo a security awareness training programme and are held re-
sponsible for doing so (Esteves et al., 2017). This shows that the se-
curity awareness programme is ongoing and permeates through all the
layers of the organization. Having a clear and well defined cyber se-
curity awareness programme in place is essential bearing in mind the
vulnerabilities associated with outsourcing and offshoring. For ex-
ample, B2B staff and marketers in particular, need to monitor how
external vendors keep the company's confidential/sensitive data secure,
and what standards they invoke in terms of buying in products (in-
cluding software) from other external vendors. This can be viewed from
the building relationship perspective and embraces what is known as
structural bonding (Han, Kim, Oh, & Chung, 2008). Harnessing the
commitment of staff in this way will increase operational effectiveness
(Porter, 1996; Slater & Narver, 1995) and allow the organization to be
more resilient and achieve a reliable reputation.

6. Conclusion

Although cyberspace is providing business opportunities, it is evi-
dent that B2B marketers need to pay attention to how to reduce the
vulnerabilities associated with the use of communications technology.
To reduce the possibility of a data breach, senior management need to
increase threat awareness through the development of an awareness
programme by relating an individual's knowledge and attitude to their
change in behaviour. By drawing on functional theories of attitudes, we
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explained why and how staff can be catergorized according to their
level of motivation and knowledge, and we linked this with persuasive
communication theory, and established how B2B marketers can influ-
ence and change staff behaviour so that an organization minimizes its
level of vulnerability. We did this by identifying six different groups of
staff so that a security awareness programme could be tailored to help
the cognitive learning process of individuals. The outcome of our re-
search elaborates further how the knowledge spiral concept, advocated
by Nonaka and Takeuchi (1995), and Nonaka et al., (1996), can be used
in the context of increasing cyber security awareness and resilience. By
identifying the gap between ‘self-efficacy’ and confidence that affects
attitudes and motivation, we started to uncover the complexities asso-
ciated with the various levels of learning, and the importance of es-
tablishing a clear communication framework for consistency and
transparency.

To be effective however, B2B marketers will need to explain to se-
nior managers how and why persuasive communication theory can be
used in conjunction with motivation theory, and how a cyber security
awareness programme can be formed. This is so that a mechanism is put
in place for keeping employees up-to-date about the current and evol-
ving nature of cyber attacks. Hence, as well as creating awareness and
offering guidance as to how to prevent cyber attacks from being suc-
cessful, advice can also be provided as regards preventing disillusioned
employees from causing damage to the company by accessing mar-
keting data bases and tampering with customer data and information.
The cyber security behavioural awareness programme framework out-
lined in this paper provides a basis upon which the behaviour of staff
can be influenced so that they use communications technology without
fear of putting the organization at risk. This is important because of the
continual move towards doing business online and the skill and
knowledge employees need to undertake their tasks.

B2B marketers are knowledgeable about building and maintaining
relationships with staff in other business functions, and can develop
these relationships further by contributing to the documents that out-
line the organization's security policy and procedures. To ensure that
B2B staff view security from a holistic perspective, the security policy
needs to be integrated into the organization's marketing policy so that
B2B marketers are involved in the creation of knowledge, which can be
utilized to turn explicit knowledge into tacit knowledge and vice versa.
As a consequence, the knowledge building process will be placed in the
context of a learning organization. Furthermore, new working proce-
dures and approaches will evolve that enable the organization to be less
vulnerable to cyber attacks, which are in fact becoming more sophis-
ticated and more persistent (HM Government, 2016). Through the
process of identifying staff's level of knowledge and motivation as well
as establishing their attitude towards cyber security issues, it should be
possible to construct appropriate training programmes that nurtures an
individual's cognitive learning capability and inspires them to gain
additional knowledge and skills through a continual process of self-
development. A pro-active approach to counteracting cyber threats will
help senior managers ensure that security is viewed as a shared re-
sponsibility. This will assist B2B marketers because they need to de-
velop a better appreciation of what risk management involves in order
to include cyber threats in the strategic marketing intelligence process
along with competitor threats for example.

6.1. Recommendations for managers and future research

It is clear that senior managers can as Williams (2005) suggests,
combine an inward-directed approach (staff behavioural change) with
an outward directed approach (relationship building with external
stakeholders such as employees of partner organizations and law en-
forcement personnel) to counter the threats posed by cyber attackers.
Reflecting on this view and the points above, a number of re-
commendations can be suggested: (1) Senior management need to
adopt a more pro-active approach to cyber security awareness and

integrate cyber security within the strategic marketing intelligence
planning process. (2) A range of cyber security educational and
training/support programmes can be made available to employees and
managers operating at different levels, so that they are made aware of
the range of cyber attacks that exist. By individualizing training and
ensuring that the training programme matches an individual's learning
style, it should be possible to maximize the learning outcome. In ad-
dition, the support provided can uncover underlying conditions and
attain relevant insights into learning needs. (3) Senior management
need to promote an in-house security culture and engage with senior
staff in partner organizations to ensure that they introduce and main-
tain appropriate security measures. For example, through the applica-
tion of persuasive communication, management can develop an in-
dustry focused security awareness programme that ensures that the
company's security strategy is communicated clearly throughout the
organization and its partner organizations (eg., the supply chain par-
ticularly). The advantage of this is that a shared security culture will
evolve that extracts expertise from the organizations concerned and
individual managers will be able to mobilize “the learning of all its
members in a process of continuous self-transformation” (Starkey,
1998, p.545). (4) Senior management need to ensure that risk assess-
ment and risk analysis are incorporated within foresight planning. (5)
Senior management need to ensure that a programme of continual
learning is embraced that deals with risk communication, governance
and compliance.

Reflecting on the above, six areas of future research can be identi-
fied. First, research can be undertaken to establish what type of cyber
security training and staff development programmes need to be devised
to develop the higher cognitive skill levels of staff. Second, a study can
be undertaken to establish how computer networks are transforming
the company's business model and where the cyber vulnerabilities are
in the supply chain. Third, research can be undertaken into how B2B
marketers can assist senior management to deal with the issue of ego-
depletion. Fourth, a study can be undertaken to establish how B2B
marketers can devise appropriate cyber security behavioural awareness
programmes in cooperation with staff in partner organizations so that
security is viewed as a shared and co-operative activity and responsi-
bility. Fifth, the communication and relationship building process is
increasingly being viewed from the perspective of electronic word-of-
mouth and digital communication (eg., ease of use and speed), how-
ever, it is still appropriate to use face to face communication as well
because of the advantages associated with immediate feedback and the
need for social interaction. Research can be undertaken to establish
what is appropriate in terms of facilitating the interaction of staff in
various business functions within the organization and in partner or-
ganizations. Sixth, future research can be undertaken into how B2B
marketers are encouraged or discouraged from using communications
technology for business purposes.
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Appendix A. Definitions of the B2B staff groups

The word Star can be traced to Latin, “stella” and Greek, “aster”, and
relates to the constellation and a character/person being considered
influential to other people in terms of behaviour and/or achievements.

An Adaptor is somebody that adapts well to a certain situation(s)
and is known to be reasonably flexible and supportive of others.

A Leader is someone who provides direction and takes it upon
themselves to show others how to achieve something.

A Satisfier is an individual who is easily satisfied in terms of meeting
their own expectations.
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As regards a Reformer, we interpret this as somebody that wants to
change their everyday existence and also the world in which they live.
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